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Guide for System Center Management Pack for Active Directory Lightweight Directory Services (AD LDS) for Operations Manager 2012
The Active Directory® Lightweight Directory Services (AD LDS) Management Pack provides both proactive and reactive monitoring of your AD LDS deployment. It monitors events that are placed in the Application, System, and Service event logs by various AD LDS components and subsystems. It also monitors the overall health of the AD LDS system and alerts you to critical performance issues. 

Document Version

This guide was written based on the AD LDS Management Pack, version 6.0.8228.0. The guide is updated to indicate support for AD LDS in Windows Server 2012 R2, but that support does not include any functionality changes. This guide is applicable for System Center Operations Manager 2012 and System Center Operations Manager 2007.

Revision History
	Release Date
	Changes

	September 2013
	RTM release of management pack for System Center Operations Manager 2012. 

	June 2010
	RTM release of this guide

	October 2013
	System Center 2012 R2 Operations Manager release of this guide


Updates in this release
	Fixes
	Impact

	Updates to the display strings
	Added more meaningful display strings in the management pack for ClientPerspective Relationship monitor.

	Minor fixes
	Added support for partitions with spaces in their name.

	Minor fixes
	Added support for partitions with spaces in their name.


Introduction to the AD LDS Management Pack

The monitoring that is provided by this management pack includes monitoring of the Active Directory Lightweight Directory Services (AD LDS) instances and monitoring of health from the perspective of clients that use AD LDS resources. The AD LDS Management Pack provides a predefined, ready-to-run set of processing rules, monitoring scripts, and reports that are designed specifically to monitor the performance and availability of the AD LDS instances.
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Note 

In this guide the term AD LDS server refers to computers with the AD LDS server role installed.

An AD LDS client in your environment might experience connectivity and service issues even though your AD LDS server appears to be operating correctly. The AD LDS Client Perspective Management Pack, which is included in the Active Directory Management Pack files to download, helps to identify these issues. This management pack monitors the services that the AD LDS instances provide. It provides information in addition to the information that is collected directly for the AD LDS instances about whether they are available by running transactions, such as Lightweight Directory Access Protocol (LDAP) binds, against the directory service.

In addition to health monitoring capabilities, this management pack provides a discovery mechanism that can help you keep track of the following information in your AD LDS environment:


AD LDS instances


Configuration sets


Application partitions


Client computers ability to access the AD LDS instances

With this management pack, information technology (IT) administrators can automate one-to-many management of users and computers, simplifying administrative tasks and reducing IT costs. Administrators can efficiently implement security settings, enforce IT policies, and minimize service outages. 

Getting the Latest Management Pack and Documentation

You can find the AD LDS Management Pack in the System Center Operations Manager 2007 Catalog (http://go.microsoft.com/fwlink/?LinkId=82105). 

What's New

The following features are new in this release of the Active Directory Lightweight Directory Services (AD LDS) Management Pack: 


Discovery of AD LDS instances, configuration sets, and application partitions


Monitoring the availability of AD LDS instances and application partitions


Monitoring replication between AD LDS instances


Monitoring AD LDS server availability from AD LDS clients


Client Perspective Monitoring


Replication Instance Topology Report


Instance Info Report

Supported Configurations

The AD LDS Management Pack for Microsoft System Center Operations Manager 2012 and System Center Operations Manager 2007 is supported on the configurations in the following table. 

	Configuration
	Supported?

	AD LDS on Windows Server 2012 R2, Windows Server 2012, Windows Server 2008 R2, or Windows Server 2008
	Yes

	AD LDS on supported operating systems in virtual environments
	Yes

	AD LDS on supported operating systems configured as domain member servers
	Yes

	AD LDS on supported operating systems configured as stand-alone or workgroup member servers
	Yes

	 AD LDS on Windows client operating systems
	No

	Agentless monitoring
	No

	Active Directory Application Mode (ADAM)
	No


All support is subject to the Microsoft overall Help and Support life cycle (http://go.microsoft.com/fwlink/?Linkid=26134) and the Operations Manager 2007 R2 Supported Configurations (http://go.microsoft.com/fwlink/?Linkid=90676) document.
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Note 

The step-by-step procedures in this guide are based on the System Center Operations Manager 2007 R2 user interface (UI). The actual steps may vary if you are using the System Center Operations Manager 2007 Service Pack 1 (SP1) UI.

Getting Started

This section of the AD LDS Management Pack Guide describes the actions that you should take before you import the management pack, any steps that you should take after you import the management pack, and information about customizations. 

Before You Import the Management Pack

Before you import the AD LDS Management Pack, note the following limitations of the management pack: 


There is no support for agentless monitoring.


There is no support for monitoring AD LDS instances running on client operating systems.

Before you import the AD LDS Management Pack, take the following actions:


Ensure that you imported Microsoft.Windows.Server.Library from the Windows Server Operating System Management Pack for Operations Manager 2007 (at least version 6.0.6667.0).


Verify that each AD LDS server and client computer that you plan to monitor has an agent installed. 

Files in This Management Pack

The AD LDS Management Pack includes the following files: 


Microsoft.Windows.Server.LDS.Monitoring.mp


Microsoft.Windows.Server.LDS.ClientPerspective.mp


Microsoft.Windows.Server.LDS.Library.mp

Recommended Additional Management Packs

Although no further management packs are required for the AD LDS Management Pack to perform, the following management packs might be of interest if you are running Active Directory Lightweight Directory Services (AD LDS) in an Active Directory Domain Services (AD DS) environment: 


Windows Server DNS Management Pack for Operations Manager 2007


Active Directory Management Pack

Other Requirements

To configure the AD LDS Management Pack, you will need to have the following information about the AD LDS servers and instances that you want to monitor in your environment.


Fully qualified domain names (FQDNs) of all AD LDS servers that you plan to monitor in your environment


Lightweight Directory Access Protocol (LDAP) distinguished names of the instances


Port numbers for the instances that are hosted on the AD LDS servers
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Tip 

You can find the AD LDS instance name and port information in the Registry under HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\ADAM_instance, where the actual display name of instances that is installed is represented by instance. You can look in the subordinate Parameters key at the values for PortLDAP and PortSSL for the relevant port numbers. The decimal of the port, which is what you will need, is in parenthesis following the hexadecimal value.

Create a User Account for the AD LDS Management Pack

You must also create a user account that the AD LDS Management Pack can use to discover application partitions and monitor replication. If the AD LDS servers that you want to monitor are members of an AD DS domain, you can create a single domain account and grant the appropriate permissions. If the AD LDS servers that you want to monitor are not members of a domain, you must create accounts on each server with the same user name and password for the application discovery script to use on the Operations Manager 2007 root management server (RMS). This account will be referred to as the AD LDS monitoring account in the remainder of this guide.
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Note 

Consider using a domain account without a password expiration policy to avoid requiring password updates. If the user account password expires, AD LDS replication monitoring will stop. If your organizational security policy requires periodic service account password changes, be sure to add this account to the list of service accounts that require changes.

How to Import the AD LDS Management Pack

For instructions about importing a management pack, see How to Import a Management Pack in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=142351).
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Notes

If you import a management pack using a Windows Installer file on a 64-bit Windows® operating system, you may find that the management pack is installed to the 

%systemdrive%\Program Files (x86)\System Center Operations Manager 

folder instead of to the default location of the 

%systemdrive%\Program Files\System Center Operations Manager 

folder.

Initial Configuration

After the AD LDS Management Pack is imported, complete the following procedures to finish your initial configuration:

1.
Create a new management pack in which to store overrides and other customizations

2.
Enable the Agent Proxy setting on all AD LDS servers

3.
Enable Application Partition Discovery

Create a New Management Pack for Customizations

Most vendor management packs are sealed so that you cannot change any of the original settings in the management pack file. However, you can create customizations, such as overrides or new monitoring objects, and save them to a different management pack. By default, Operations Manager 2007 saves all customizations to the Default Management Pack. As a best practice, you should instead create a separate management pack for each sealed management pack that you want to customize.

Creating a new management pack for storing overrides has the following advantages: 


It simplifies the process of exporting customizations that were created in your test and preproduction environments to your production environment. For example, instead of exporting the Default Management Pack that contains customizations from multiple management packs, you can export just the management pack that contains customizations of a single management pack. 


You can delete the original management pack without first needing to delete the Default Management Pack. A management pack that contains customizations depends on the original management pack. This dependency requires you to delete the management pack with customizations before you can delete the original management pack. If all of your customizations are saved to the Default Management Pack, you must delete the Default Management Pack before you can delete an original management pack.


It is easier to track and update customizations to individual management packs.

For more information about sealed and unsealed management packs, see Management Pack Formats (http://go.microsoft.com/fwlink/?LinkId=108355). For more information about management pack customizations and the Default Management Pack, see About Management Packs in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=108356).

To perform the procedures in this section, you must be a member of the Operations Manager Administrators group in the Operations console. For more information, see Account Information for Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=165736).
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To create a new management pack for overrides

	1.
On your management server, click Start, type Operations Console, and then click Operations Console. 

2.
In the navigation pane, click Administration. 

3.
Right-click Management Packs, and then click Create New Management Pack. 

4.
In Name, type a name (for example, AD DLS Customizations), and then click Next. 

5.
Click Create. After the new management pack is created, it appears in the Management Packs pane.
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Caution 

If you are running the beta version of the AD LDS Management Pack, upgrading to the release version is not supported. Therefore, you may want to write down any configuration changes that you want to preserve so that you can implement those changes when you import the release version of the AD LDS Management Pack. 

Enable Application Partition Discovery

The AD LDS Management Pack requires access to an account in order to discover the AD LDS application partition information on each AD LDS server. To enable application partition discovery, you must perform the following procedures:

1.
Enable configuration container permissions for the AD LDS monitoring account
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Note 

The Other Requirements section specified the need for a user account for the AD LDS Management Pack to discover application partitions and to monitor replication. This account is referred to as the AD LDS monitoring account in this guide.

2.
Create a Run As Account to utilize the AD LDS monitoring account

3.
Add the Run As Account to the Lightweight Directory Service LDAP Reader/Writer Account profile.

Enabling Permissions for the AD LDS Monitoring Account

For the AD LDS monitoring account to discover application partitions and monitor replication between them, the account must be configured as an administrator in the AD LDS instance’s configuration container. To do this, you can use any LDAP editing tool. The following directions describe how to use ADSI Edit to grant the appropriate permissions to the AD LDS monitoring account.
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Warning 

If the user account password expires, AD LDS application partition discovery and replication monitoring will stop.

To perform the following procedure, you must be a member an AD LDS administrator of the instances you want to configure.
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Granting configuration container permissions to the AD LDS monitoring account

	1.
Open ADSI Edit by clicking Start and then type adsiedit.msc and press ENTER.
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Note 

To use ADSI Edit, you may have to enable the Active Directory Domain Controller Tools as discussed in the article Installing Remote Server Administration Tools (http://go.microsoft.com/fwlink/?LinkId=153624).

2.
In ADSI Edit console, right click ADSI Edit in the navigation pane, and then click Connect to.

3.
In the Connection Settings dialog box, under Connection Point ensure that Select a well known Naming Context is selected and the drop down menu to select Configuration. Under Computer, select the Select or type a domain or server: (Server | Domain [:port]) and then enter the FQDN of the LDAP server hosting the instance that you want to configure followed by a colon and the port number. For example, if you want to connect a server named ADLDS1.humongousinsurance.com hosting an AD LDS instance on LDAP port 5000, you would enter ADLDS1.humongousinsurance.com:50000. Click OK.

4.
In the navigation pane of the ADSI Edit console, expand the Configuration container and then expand the CN=Configuration,CN=GUID, where GUID represents the actual globally unique identifier of your AD LDS instance.

5.
In the ADSI Edit console navigation pane, click CN=Roles. In the details pane, double-click Administrators.

6.
In the CN=Administrators Properties dialog box under Attributes, double-click the member attribute.

7.
In the Multi-valued Distinguished Name with Security principal Editor dialog box, click Add Windows Account.

8.
Use the Select Users, Computers, or Groups dialog box to locate the AD LDS monitoring account. Click OK on the three open dialog boxes from the ADSI Edit console and then close the console.


Creating a Run As Account

Creating a Run As Account allows Operations Manager 2007 utilize the user account created for application partition monitoring.

To perform the procedures in this section, you must be a member of the Operations Manager Administrators group in the Operations console. For more information, see Account Information for Operations Manager 2007(http://go.microsoft.com/fwlink/?LinkId=165736).
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To create a Run As Account

	1.
On your management server, open the Operations Console, and then click Administration.

2.
In the navigation pane, right-click Security, and then click Create Run As Account.

3.
If the Introduction page of the Create Run As Account Wizard appears, click Next.

4.
On the General Properties page, ensure that Windows is selected for Run As Account type and for Display Name type AD LDS MP. You can optionally type additional information in Description.
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Note 

You may type any name that you like for the Run As Account to use, the name AD LDS MP is a suggested name and is used to make writing these directions more concise. If you type a different name, substitute that name for AD LDS MP in any steps which make reference to the AD LDS Run As Account.
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Important 

For monitoring to work successfully in a workgroup environment, you need to specify a “Windows” type Run As account which uses the <machine>\<account> format to make the discovery workflow possible. If you specify the Run As account as “Basic authentication” or “Simple authentication” type account which uses account name only, the workflow will not be initialized and loaded.

5.
On the Credentials page, enter the user name of the account you designated for monitoring replication. Then, enter and confirm the passwords you set for the account. Click Next.

6.
On the Distribution Security page, ensure that More secure is selected and then click Create.

7.
Once the Run As account is created, click Close.


Add the Run As Account to the Lightweight Directory Service LDAP Reader/Writer Account Profile

The last major task enabling application partition discovery is to add the Run As account to the Lightweight Directory Service LDAP Reader/Writer Account Profile.
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Adding the Run As Account to the Run As Profile

	1.
In the Administration navigation pane of the Operations Console, click Profiles.

2.
In the Profiles pane, double-click Lightweight Directory Service LDAP Reader/Writer Account.

3.
If the Introduction page of the Run As Profile Wizard appears, click Next.

4.
In Display name, confirm that Lightweight Directory Service LDAP Reader/Writer Account appears as the name of the profile and then click Next.

5.
On the Run As Accounts page, click Add.

6.
In the Add a Run As Account dialog box, under Run As account, use the drop-down menu to select the Run As account.

7.
In This Run As Account will be used to manage the following objects, select A selected class, group, or object.
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Tip 

If you have created a group for all your AD LDS servers, then you may want to select that in the next step rather than following the steps to select AD LDS servers individually. See How to Create Groups in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=165736) for more information.

8.
Click Select and then click Object.

9.
Use the Object Search dialog box to locate all the AD LDS servers you want to monitor, select one and then click OK.
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Tip 

In the Object Search dialog box, you can set Look for to Windows Server to reduce the number of objects returned.

Repeat this step as needed until you have all the AD LDS server computer accounts you want to monitor in the Run As accounts list, and then click Save.

10.
If on the Completion page, under More-secure Run As accounts, you see AD LDS MP then click AD LDS MP. Otherwise, click Close.

11.
If you clicked AD LDS MP, then in the Run As Account Properties, in the Distribution tab, with More secure selected, click Add. Use the Computer Search dialog box to locate the AD LDS servers to which you want to distribute these credentials. When you locate the computers you want, click Add, then click OK twice and then click Close.


Enable the AgentProxySetting on All AD LDS Servers

Enabling the Agent Proxy makes it possible for each Active Directory Lightweight Directory Services (AD LDS) server to discover replicated instances and application partitions and to communicate this information to the Operations Manager 2007 root management server (RMS). 

To complete the procedures in this section, you must be a member of the Operations Manager Administrators group in the Operations console. For more information, see Account Information for Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=165736).
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To discover AD LDS servers

	1.
In the Operations console, click Administration.

2.
In the navigation pane, right-click Agent Managed, and then click Discovery Wizard.

3.
In the Computer and Device Management Wizard, on the What would you like to manage? page, ensure that Windows computers is selected, and then click Next.

4.
On the Auto or Advanced? page, select the type of discovery and the type of computers that you want the management server to use. Any discovery method should be able to locate the AD LDS servers. Click Next.

5.
On the Discovery Method page, select one of the following options: Scan Active Directory or Browse for, or type-in computer names. 

If you select Scan Active Directory, click the Configure button, and then use the Find Computers dialog box to search for the computers that you want to be discovered. 

If you select Browse for, or type in computer names, click the Browse button, and then use the Select Computers dialog box to locate specific computers. 

You can use both methods to produce a list of computers to be discovered. Select the method that you want to use, and then click Next.
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Important 

The account that you select to use for browsing will also be used for installing the agent on the discovered computers. Therefore, ensure that you use an account that has permissions to install software on the AD LDS servers that you want to discover.

6.
On the Administrator Account page, you can determine which account you want to use to discover the client computers. After you select the account that you want to use, click Discover.

7.
On the Select Objects to Manage page, the discovery results are displayed. Use the check boxes to select the computer or computers that you want to configure for management, and then click Next. 

8.
On the Summary page, you can set the agent installation directory or you can accept the default. Also, you can determine the credentials that you want to use on the computer to run the management agent, or you can accept the Local System account as the default. When you are ready to install the agent on the selected computer, click Finish.

9.
After the installation is complete, you see the Agent Management Task Status dialog box, which indicates that the installation completed successfully. If there are any problems with the installation, you can use the information in the dialog box to help resolve the problems. Click Close. 
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To enable the Agent Proxy setting on all AD LDS servers

	1.
In the Operations Console, click Administration. 

2.
In the navigation pane, click Agent Managed.

3.
Double-click an AD LDS server in the list.

4.
Click the Security tab.

5.
Click Allow this agent to act as a proxy and discover managed objects on other computers.

6.
Repeat steps 3 through 5 for each AD LDS server.


Enabling Disabled Monitors and Rules

The following monitor is disabled by default in the Active Directory Lightweight Directory Services Management Pack.


Client Perspective Discovery

The following rules are disabled by default in the Active Directory Lightweight Directory Services Management Pack.


Replication Performance Collection Helper (Source)


Replication Performance Collection Helper (Target)


LDAP Bind Performance Data Collection

For more information about enabling the Replication Performance Collection Helper (Source) rule and the Replication Performance Collection Helper (Target) rule, see Enabling Replication Performance Data Collection. 

For more information about enabling the LDAP Bind Performance Data Collection rule, see Enabling LDAP Bind Performance Data Collection.
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Warning 

Enabling these rules will result in additional data being written to in the database. 

Optional Configuration

There are several items in the Active Directory Lightweight Directory Services Management Pack (AD LDS MP) that you have the option to configure. For example, you can configure to monitor multiples instances and application partitions that use SSL.

This section includes information about the following optional configurations:


Enabling Client Perspective Monitoring

Enabling Monitoring of Instances and Application Partitions that use SSL

Performance Threshold Rules

Enabling Replication Performance Data Collection
Enabling Client Perspective Monitoring

You can use the Active Directory Lightweight Directory Services (AD LDS) Management Pack to discover computers where client perspective is available. The following monitor makes this possible:


Client LDAP Bind Monitor

By default, client perspective monitoring is not enabled in the AD LDS Management Pack. You must manually enable the following for client perspective to work: 

1.
Enable Client Perspective discovery

2.
Enable Client Perspective monitor

Configuration

You should create a specific group in Microsoft System Center Operations Manager 2007 to use for monitoring replication. Add to that group only a select number of computers that you want to monitor. To learn about creating groups in Operations Manager 2007, see Creating and Managing Groups (http://go.microsoft.com/fwlink/?LinkId=166047).
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Caution 

Do not enable client monitoring on all your member servers or desktop client computers running Windows. If you have too many clients running transactions only for the sake of monitoring, you can degrade the performance of your Active Directory deployment. 

To complete the procedures in this section, you must be a member of the Operations Manager Administrators group in the Operations console. For more information, see Account Information for Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=165736).
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To add a computer to the AD LDS client perspective discovery

	1.
In the Operations Console, click Authoring. 

2.
Double-click Management Pack Objects, and then click Object Discoveries. 

3.
In the Object Discoveries pane, right-click Lightweight Directory Service Client Perspective Discovery, click Overrides, click Override the Object Discovery, and then click For a group. 
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Note 

If you do not see the rule, confirm that your scope is set to include Lightweight Directory Service Client Perspective Discovery by clicking Scope in the Operations Console toolbar. 

4.
In the Select Object dialog box, click the group of computers that you have created for the purpose of client monitoring, and then click OK.

5.
In the Override Properties dialog box, ensure that the Override box that corresponds to Enabled in the Parameter Name column is selected, and then change Override Value to True. 

6.
In Select destination management pack, select the management pack that you created for AD LDS Customizations, as described in Create a New Management Pack for Customizations. If you have not yet created a management pack for your overrides, you can click New to create one now. Click OK. 
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To add a computer to the AD LDS client perspective monitor

	1.
On your management server, open the Operations Console, and then click Authoring.

2.
In the navigation pane, select Monitors in the Management Pack Objects group.

3.
In the Monitors pane on the right, type client perspective in the Look for text box, and then click Find Now. 

4.
In the Results window, select Entity Health in  Client Perspective, right-click Overrides, click Override the Monitor, and then click For a group. 
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Note 

If you do not see the rule, confirm that your scope is set to include Lightweight Directory Service Client Perspective Discovery by clicking Scope in the Operations Console toolbar.

5.
In the Override Properties dialog box, ensure that the Override box that corresponds to Enabled in the Parameter Name column is selected, and then change Override Value to True, and click OK.


Enabling Monitoring of Instances and Application Partitions that use SSL

When AD LDS instances start, they will enable or disable Secure Sockets Layer (SSL) connections depending on the availability of a valid certificate on the computer. The AD LDS Management Pack does not assume that you want SSL communications monitored by default. Instead, you must specifically enable SSL monitoring in the AD LDS Management Pack. This approach has the benefit of allowing you to decide whether you want to monitor this type of communication. Further, if you do enable it, and something happens to your certificate (such as expiration) that causes SSL communications to stop, you will be notified by the management pack that there is an issue. However, if you decide to stop using SSL communication, and you had previously enabled monitoring of SSL, then you will also have to turn off monitoring in order to prevent the reporting of alerts you no longer care about.

To perform the procedures in this section, you must be a member of the Operations Manager Administrators group in the Operations console. For more information, see Account Information for Operations Manager 2007(http://go.microsoft.com/fwlink/?LinkId=165736).
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To enable monitoring of an instance that uses SSL

	1.
On your management server, open the Operations Console, and then click Authoring.

2.
In the navigation pane, ensure that Management Pack Objects is expanded and then click Monitors.

3.
In the Monitors pane, expand the following objects Services Instance, Entity Health, Availability.

4.
Right-click LDAP Bind Over SSL and then click, Override, click Override the Monitor, click For a specific object of type: Service Instance
5.
In the Select Object dialog box, you will see the AD LDS instances detected by the AD LDS Management Pack. Click the instance that you would like to monitor and then click OK.

6.
In the Override Properties dialog box, in the Override-controlled parameters table, select the Override checkbox that is in the Enabled row
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Tip 

You can find the row names of the Override-controlled parameters table in the Parameter Name column of the table.

7.
In the Enabled row, change the Override Setting column from False to True and then select the Enforced checkbox.
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To enable monitoring of an application partition that uses SSL

	1.
In the Operations Console, ensure that Authoring is selected.

2.
In the navigation pane, ensure that Management Pack Objects is expanded and that Monitors selected.

3.
In the Monitors pane, expand the following objects Application Partition, Entity Health, Availability.

4.
Right-click LDAP Bind Over SSL and then click, Override, click Override the Monitor, click For a specific object of type: Application Partition
5.
In the Select Object dialog box, you will see the AD LDS instances detected by the AD LDS Management Pack. Click the instance that you would like to monitor and then click OK.

6.
In the Override Properties dialog box, in the Override-controlled parameters table, select the Override checkbox that is in the Enabled row
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Tip 

You can find the row names of the Override-controlled parameters table in the Parameter Name column of the table.

7.
In the Enabled row, change the Override Setting column from False to True and then select the Enforced checkbox.


Performance Threshold Rules

The following rules threshold ranges represent the recommended minimum and maximum values for the Active Directory Lightweight Directory Services (AD LDS) Management Pack rules.

	Service Instance Rules
	Threshold values
	Ranges

	Memory Usage
Values are in Kilobytes (KB)
	Warning Threshold: 50,000 (50 MB)

Error Threshold: 100,000 (100 MB)
	Green: [Value] < Warning Threshold

Yellow: Warning Threshold <= [Value] < Error Threshold

Red: Error Threshold <= [Value]

	Database Drive Free Space
Values are in Kilobytes (KB) 
	Warning Threshold: 8,000,000 (8 GB)

Error Threshold: 2,000,000 (2 GB)
	Green: [Value] > Warning Threshold

Yellow: Warning Threshold >= [Value] > Error Threshold

Red: Error Threshold >= [Value]

	Log Drive Free Space
Values are in Kilobytes (KB)
	Warning Threshold: 8,000,000 (8 GB)

Error Threshold: 2,000,000 (2 GB)
	Green: [Value] > Warning Threshold

Yellow: Warning Threshold >= [Value] > Error Threshold

Red: Error Threshold >= [Value]

	LDAP (Non-SSL) Bind Time
Values are in seconds
	Warning Threshold: 3
	Green: [Value] < Warning Threshold

Yellow: Warning Threshold <= Warning Threshold

	LDAP (SSL) Bind Time
Values are in seconds
	Warning Threshold: 3
	Green: [Value] < Warning Threshold

Yellow: Warning Threshold <= Warning Threshold


	Service Instance Role Seed Rules
	Threshold Values
	Ranges

	Disk I/O
Values are in Operations per Second
	Threshold: 50
	No Alert: [Value] < Threshold

Alert Generated: Threshold <= [Value]


	Application Partition Instance Rules
	Threshold Values
	Ranges

	LDAP (Non-SSL) Bind Time
Values are in seconds
	Warning Threshold: 3
	Green: [Value] < Warning Threshold

Yellow: Warning Threshold <= Warning Threshold

	LDAP (SSL) Bind Time
Values are in seconds
	Warning Threshold: 3
	Green: [Value] < Warning Threshold

Yellow: Warning Threshold <= Warning Threshold

	Replication Monitoring (Update) 
Values are in hours 
	Threshold: 24
	No Alert: [Value] > Threshold

Alert Generated: Threshold >= [Value]

	Replication Monitoring (Inter-site Latency) 
Values are in minutes
	Threshold: 15
	No Alert: [Value] > Threshold

Alert Generated: Threshold >= [Value]

	Replication Monitoring (Intra-site Latency) 
Values are in minutes
	Threshold: 5
	No Alert: [Value] > Threshold

Alert Generated: Threshold >= [Value]


	Client Perspective Rules
	 Threshold Values
	Ranges

	Disk I/Os per second 
Values are in seconds
	Warning Threshold: 3
	Green: [Value] < Warning Threshold

Yellow: Warning Threshold <= Warning Threshold

	LDAP (SSL) Bind Time
Values are in seconds
	Warning Threshold: 3
	Green: [Value] < Warning Threshold

Yellow: Warning Threshold <= Warning Threshold


Enabling Replication Performance Data Collection

The AD LDS Management Pack monitors all partitions in your environment, including schema partitions, configuration partitions, and all application partitions. Replication monitoring in Active Directory Lightweight Directory Services (AD LDS) is performed through the following rules: 


Replication Performance Collection Helper (Source)


Replication Performance Collection Helper (Target)


Replication Monitoring (Latency)


Replication Monitoring (Update)


Replication Change Delay Performance Collection

Configuration

You should create a specific group in Microsoft System Center Operations Manager 2007 to use for monitoring replication. Add to that group only a select number of computers that you want to monitor. To learn about creating groups in Operations Manager 2007, see Creating and Managing Groups (http://go.microsoft.com/fwlink/?LinkId=166047).
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Caution 

Do not enable client monitoring on all your member servers or desktop client computers running Windows. If you have too many clients running transactions only for the sake of monitoring, you can degrade the performance of your Active Directory deployment.

To perform the procedures in this section, you must be a member of the Operations Manager Administrators group in the Operations console. For more information, see Account Information for Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=165736). 
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To add a computer to the AD LDS client perspective monitor

	1.
On your management server, open the Operations Console, and then click Authoring. 

2.
In the navigation pane, select Monitors in the Management Pack Objects group.

3.
In the Monitors pane on the right, type client perspective in the Look for text box, and then click Find Now. 

4.
In the Results window, click Entity Health in  Client Perspective, right-click Overrides, click Override the Monitor, and then click For a group.
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Note 

If you do not see the rule, confirm that your scope is set to include Lightweight Directory Service Client Perspective Discovery by clicking Scope in the Operations Console toolbar.

5.
In the Override Properties dialog box, ensure that the Override box that corresponds to Enabled in the Parameter Name column is selected, change Override Value to True, and then click OK.


Replication Performance Collection Helper (Source)

This rule configures the replication partition instance as the source for replication.

[image: image35.png]


To enable the Replication Performance Collection Helper (Source) rule

	1.
In the Operations Console, click Authoring. 

2.
Select Rules. In the Rules window in the right pane, type Application Partition Instance in the Look for text box, and then click Find Now.

3.
Right-click the Replication Performance Collection Helper (Source) rule, click Overrides, click Override the Rule, and then click For a group. 
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Note 

If you do not see the rule, confirm that your scope is set to include Lightweight Directory Service Client Perspective Discovery by clicking Scope in the Operations Console toolbar.

4.
In the Select Object dialog box, click the group of computers that you have created for the purpose of client monitoring, and then click OK.

5.
In the Override Properties dialog box, ensure that the Override box that corresponds to Enabled in the Parameter Name column is selected, and then change Override Value to True. 

6.
In Select destination management pack, select the management pack that you created for AD LDS Customizations, as described in Create a New Management Pack for Customizations. If you have not yet created a management pack for your overrides, you can click New to create one now. Click OK. 


Replication Performance Collection Helper (Target)

This rule configures the replication partition instance as the target for replication.
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To enable the Replication Performance Collection Helper (Target) rule

	1.
In the Operations Console, click Authoring. 

2.
Select Rules. In the Rules window on the right pane, type Application Partition Instance in the Look for text box, and then click Find Now. 

3.
Right-click the Replication Performance Collection Helper (Target) rule, click Overrides, click Override the Rule, and then click For a group. 
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Note 

If you do not see the rule, confirm that your scope is set to include Lightweight Directory Service Client Perspective Discovery by clicking Scope in the Operations Console toolbar.

4.
In the Select Object dialog box, click the group of computers that you have created for the purpose of client monitoring, and then click OK. 

5.
In the Override Properties dialog box, ensure that the Override box that corresponds to Enabled in the Parameter Name column is selected, and then change Override Value to True. 

6.
In Select destination management pack, select the management pack that you created for AD LDS Customizations, as described in Create a New Management Pack for Customizations. If you have not yet created a management pack for your overrides, you can click New to create one now. Click OK. 


Replication Monitoring (Latency)

This monitor tracks replication and ensures that changes that are made to the directory are replicated at required intervals within the AD LDS configuration set.
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To enable the Replication Monitoring (Latency) rule

	1.
In the Operations Console, click Authoring. 

2.
Select Rules. In the Rules window on the right pane, type Application Partition Instance in the Look for text box, and then click Find Now. 

3.
Right-click the Replication Monitoring (Latency) rule, click Overrides, click Override the Rule, and then click For a group. 
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Note 

If you do not see the rule, confirm that your scope is set to include Lightweight Directory Service Client Perspective Discovery by clicking Scope in the Operations Console toolbar. 

4.
In the Select Object dialog box, click the group of computers that you have created for the purpose of client monitoring, and then click OK. 

5.
In the Override Properties dialog box, ensure that the Override box that corresponds to Enabled in the Parameter Name column is selected, and then change Override Value to True. 

6.
In Select destination management pack, select the management pack that you created for AD LDS Customizations, as described in Create a New Management Pack for Customizations. If you have not yet created a management pack for your overrides, you can click New to create one now. Click OK. 


Replication Monitoring (Update)

This monitor tracks replication and makes sure replication is occurring at the required intervals on all monitored instances.
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To enable the Replication Monitoring (Update) rule

	1.
In the Operations Console, click Authoring. 

2.
Select Rules. In the Rules window on the right pane, type Application Partition Instance in the Look for text box, and then click Find Now. 

3.
Right-click the Replication Monitoring (Update) rule, click Overrides, click Override the Rule, and then click For a group. 
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Note 

If you do not see the rule, confirm that your scope is set to include Lightweight Directory Service Client Perspective Discovery by clicking Scope in the Operations Console toolbar. 

4.
In the Select Object dialog box, click the group of computers that you created for the purpose of client monitoring, and then click OK. 

5.
In the Override Properties dialog box, ensure that the Override box that corresponds to Enabled in the Parameter Name column is selected, and then change Override Value to True. 

6.
In Select destination management pack, select the management pack that you created for AD LDS Customizations, as described in Create a New Management Pack for Customizations. If you have not yet created a management pack for your overrides, you can click New to create one now. Click OK. 


Replication Change Delay Performance Collection

This rule collects performance data and the amount of time taken to replicate a change that was made on a remote AD LDS instance. 
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To enable the Replication Change Delay Performance collection rule

	1.
In the Operations Console, click Authoring. 

2.
Select Rules. In the Rules window on the right pane, type Application Partition Instance in the Look for text box, and then click Find Now. 

3.
Right-click the Replication Change Delay Performance collection rule, click Overrides, click Override the Rule, and then click For a group. 
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Note 

If you do not see the rule, confirm that your scope is set to include Lightweight Directory Service Client Perspective Discovery by clicking Scope in the Operations Console toolbar.

4.
In the Select Object dialog box, click the group of computers that you created for the purpose of client monitoring, and then click OK. 

5.
In the Override Properties dialog box, ensure that the Override box that corresponds to Enabled in the Parameter Name column is selected, and then change Override Value to True. 

6.
In Select destination management pack, select the management pack that you created for AD LDS Customizations, as described in Create a New Management Pack for Customizations. If you have not yet created a management pack for your overrides, you can click New to create one now. Click OK. 


Enabling LDAP Bind Performance Data Collection

You need to enable the LDAP Bind Performance Data Collection rule so that you can collect performance data about the amount of time necessary to perform a Lightweight Directory Access Protocol (LDAP) bind operation to an AD LDS instance.

Configuration

You should create a specific group in Microsoft System Center Operations Manager 2007 to use for monitoring replication. Add to that group only a select number of computers that you want to monitor. To learn about creating groups in Operations Manager 2007, see Creating and Managing Groups (http://go.microsoft.com/fwlink/?LinkId=166047).
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Caution 

Do not enable client monitoring on all your member servers or desktop client computers running Windows. If you have too many clients running transactions only for the sake of monitoring, you can degrade the performance of your Active Directory deployment.

To perform the procedures in this section, you must be a member of the Operations Manager Administrators group in the Operations console. For more information, see Account Information for Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=165736). 
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To add a computer to the AD LDS client perspective monitor

	1.
On your management server, open the Operations Console, and then click Authoring. 

2.
In the navigation pane, select Monitors in the Management Pack Objects group.

3.
In the Monitors pane on the right, type client perspective in the Look for text box, and then click Find Now. 

4.
In the Results window, click Entity Health in  Client Perspective, right-click Overrides, click Override the Monitor, and then click For a group.
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Note 

If you do not see the rule, confirm that your scope is set to include Lightweight Directory Service Client Perspective Discovery by clicking Scope in the Operations Console toolbar.

5.
In the Override Properties dialog box, ensure that the Override box that corresponds to Enabled in the Parameter Name column is selected, change Override Value to True, and then click OK.


LDAP Bind Performance Data Collection

This rule collects performance data regarding the amount of time that is necessary to perform a Lightweight Directory Access Protocol (LDAP) bind operation to an AD LDS instance.
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To enable the LDAP Bind Performance Data Collection rule

	1.
In the Operations Console, click Authoring. 

2.
Select Rules. In the Rules window in the right pane, type LDAP Bind Performance Data Collection in the Look for text box, and then click Find Now.

3.
Right-click the LDAP Bind Performance Data Collection rule, click Overrides, click Override the Rule, and then click For a group. 
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Note 

If you do not see the rule, confirm that your scope is set to include Lightweight Directory Service Client Perspective Discovery by clicking Scope in the Operations Console toolbar.

4.
In the Select Object dialog box, click the group of computers that you have created for the purpose of client monitoring, and then click OK.

5.
In the Override Properties dialog box, do the following: 

a.
Select the check box next to Enabled and change Override Value to True.

b.
Select the check box next to Host Name and change the value in the Override Value to reflect the name of the AD LDS instance that you want to monitor.

c.
Select the check box next to Port Number and change the value in the Override Value to reflect the port for the AD LDS instance that you want to monitor.

6.
In Select destination management pack, select the management pack that you created for AD LDS Customizations, as described in Create a New Management Pack for Customizations. If you have not yet created a management pack for your overrides, you can click New to create one now. Click OK. 


Security Considerations

You may need to customize your Active Directory Lightweight Directory Services (AD LDS) Management Pack. Certain accounts cannot be run in a low-privilege environment, or they must have minimum permissions.

You need to have permissions to the following for running the AD LDS Management Pack: 


Event Log


Registry


 AD LDS instance via LDAP

Run As Profiles

The AD LDS Management Pack includes the following Run As Profiles:


Lightweight Directory Service LDAP Reader/Writer

Lightweight Directory Service LDAP Reader/Writer Account

The Lightweight Directory Service LDAP Reader/Writer Account is used by the AD LDS Management Pack to monitor instance and application partition replication. This Run As Profile should use the Run As Account that you create during the initial configuration of the management pack, which is described in the Enable Application Partition Discovery section of this guide. 
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Important 

For monitoring to work successfully in a workgroup environment, you must specify a “Windows”-type Run As account, which uses the <machine>\<account> format to make the discovery workflow possible. If you specify the Run As Account as a “Basic authentication” or “Simple authentication”-type account, which uses <account name> only, the workflow will not be started and loaded. 

Understanding Management Pack Operations

This section provides additional information about the types of objects that the management pack discovers and how health rolls up. It also provides an in-depth look at the following


Objects That the Management Pack Discovers

Classes

How Health Rolls Up

Key Monitoring Scenarios
Objects That the Management Pack Discovers

The AD LDS Management Pack discovers the object types described in the following table. The discovery process is dependent upon the proper configuration of the AD LDS Monitoring Account, as described in Enable Application Partition Discovery.

	Category
	Object Type

	AD LDS
	Container

	AD LDS
	Instance

	AD LDS
	Application Partition


Classes

The following diagram shows the classes defined in this management pack. Shaded boxes indicate classes that are defined in other management packs; the management pack that defines a class is listed in parentheses.
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How Health Rolls Up

The following diagram shows how the health states of components roll up in the Active Directory Lightweight Directory Services management pack.
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Key Monitoring Scenarios

Service Instance Monitoring

The Dependent Services monitor tracks the running status of all services on which Active Directory Lightweight Directory Services (AD LDS) depends. This includes the following service: 


AD LDS Service
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To view the Service State

	1.
In the Operations Console, click Monitoring, double-click Active Directory Lightweight Services, and then double-click Service Instance Monitoring. 

2.
Select Service State. You can see the services that are listed in the right pane.

To personalize this view, right-click Service State, and then click Personalize View. In the Personalize View window, select the columns that you want to appear in the Service State view.
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Important 

If you want to know the computer name where the AD LDS instance is hosted, select the Path check box in the Columns to Display list in the Personalize View window.


Application Partition Monitoring

The Replication monitor verifies that each partition is being replicated regularly. All partitions are monitored, including the schema partition, the configuration partition, and all application partitions. This will not be configurable by the user. 

For more information about Application Partition Monitoring, see Enabling Replication Performance Data Collection 

Client Perspective Monitoring

Client Perspective Monitoring in AD LDS is currently performed by the following: 


LDAP Bind Monitoring

For more information about enabling Client Perspective Monitoring, see Enabling Client Perspective Monitoring.

Active Directory Web Services

Active Directory Web Services (ADWS) is a new service beginning in Windows Server 2008 R2. The Active Directory Management Gateway Service is an equivalent service that you can add to Windows Server 2008 and Windows Server 2003. These services provide support for commands in the Active Directory module for Windows PowerShell, as well as for the Active Directory Administrative Center. If ADWS or the Active Directory Management Gateway Service is not functioning properly on their respective operating systems, Windows PowerShell commands and the Active Directory Administrative Center will not function properly. The Active Directory Management Pack monitors the ADWS to ensure that it is running and available.

	Monitor
	Description

	ADWS Service Monitor
	Verifies that ADWS and the service port are functioning on servers that run Windows Server 2008 R2 or later and the Active Directory Management Gateway Service on servers that run Windows Server 2003 or Windows Server 2008, and reports any service failures or port blockages. 


Troubleshooting

This topic discusses common alerts that you may come across when configuring the Active Directory Lightweight Directory Services (AD LDS) Management Pack. 

Application Partition Discovery failed because permission was denied to the Lightweight Directory Application Protocol (LDAP) instance.

The Application Partition Discovery script failed because the AD LDS instance could not be accessed over LDAP. The account used to access the AD LDS instance must have appropriate permissions to read the configuration information of the instance. For more information about configuring the action accounts, refer to the Enable Application Partition Discovery section.

Appendix: Reports

The following reports are included in this AD LDS Management Pack. Allow up to 30 minutes for reports from a new management pack to appear in the Reporting console.

The following table describes the reports that are implemented in this release of the AD LDS Management Pack.

	Name
	Report description
	Required
	Description/instructions
	Rules/Monitors used

	Replication Instance Topology Report 
	Displays information about the replication topology of all Active Directory Lightweight Directory Services (AD LDS) instances in the environment. 
	Data Aggregation Type

Start Data, End Data, and Time Zone

Object Type
	Data Aggregation Type: How to aggregate the data, either Hourly or Daily. 

Start Data, End Data, and Time Zone: Date information regarding when the data that is used in the report should be collected. 

Object Type: The specific AD LDS configuration set to list in the report. 
	Service Discovery Rule

AD LDS Instance Discovery Rule

	Instance Info Report 
	Shows the name, IP address, and port usage of each AD LDS instance being monitored.
	Data Aggregation Type

Start Data, End Data, and Time Zone

Object Type
	Start Data, End Data, and Time Zone: Date information regarding when the data that is used in the report should be collected. 

Object Type: The specific domain controllers to list in the report. If individual domain controllers are chosen, the Active Directory Domain Controller Computer Role objects must be chosen. To run a report that contains all domain controllers, a user can add the AD Domain Controllers Group for each version of Windows Server that is supported. 
	AD LDS Application Partition Discovery Rule


Appendix: Scripts

AD LDS Management Pack Scripts

The scripts in the following table are included in this AD LDS Management Pack. 

	Script
	Purpose
	Rule/Task

	MemoryUsage.vbs
	Collects the amount of memory currently consumed by the AD LDS instance process.
	

	DatabaseAndLogSize.vbs
	Determines the size and the free space left in the database and the log file.
	
Database File Size


Database Drive Free Space


Log File Size


Log Drive Free Space

	ReplicationMonitoring.vbs
	Monitors the replication and verifies that replication is occurring and is operating within the latency thresholds.
	
Retrieve the Latency Objects Container


Perform per-instance replication checking

	ADWS.vbs
	Verifies that Active Directory Web Services is running.
	 

	ReplicationUpdateObject.vbs
	Part of the replication monitoring mechanism and is used to inject changes into the directory. 
	
Retrieve the Latency Objects Container


Update the Latency Object

	ReplicationHelper1.vbs
	Enables replication latency performance collection.
	

	ReplicationHelper2.vbs
	 Enables replication latency performance collection.
	


Links

The following links connect you to information about common tasks that are associated with System Center management packs:

System Center 2012 - Operations Manager


Management Pack Life Cycle 


How to Import a Management Pack 


Tuning Monitoring by Using Targeting and Overrides

How to Create a Run As Account  


How to Export a Management Pack 


How to Remove a Management Pack 

Operations Manager 2007 R2


Administering the Management Pack Life Cycle 


How to Import a Management Pack in Operations Manager 2007 


How to Monitor Using Overrides

How to Create a Run As Account in Operations Manager 2007 


How to Modify an Existing Run As Profile 


How to Export Management Pack Customizations 


How to Remove a Management Pack 

For questions about Operations Manager and management packs, see the System Center Operations Manager community forum.

A useful resource is the System Center Operations Manager Unleashed blog, which contains “By Example” posts for specific management packs.

For additional information about Operations Manager, see the System Center 2012 - Operations Manager Survival Guide and Operations Manager 2007 Management Pack and Report Authoring Resources 
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Important 

All information and content on non-Microsoft sites is provided by the owner or the users of the website. Microsoft makes no warranties, express, implied, or statutory, as to the information at this website.
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